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Abstract
A Smart Identification Card (SIC) offers governments many opportunities for supporting
e-government initiatives and combating immigration problems; however, it also creates
concerns with respect to privacy invasions and security risks. This paper develops a
culturally informed model to investigate people’s attitude towards the SIC scheme in Hong
Kong. In this research, we argue that the assessment and interpretation of risks and values
associated with the SIC are culturally rooted. Building on the work of Hofstede and his
colleagues, we describe the cultural dimensions related to this research and set out an
agenda for the ongoing empirical work. We anticipate that our research will be of value to
both government policy makers and privacy researchers.

Keywords: Smart ID Cards, Culture, Hong Kong, Privacy and Risk Concerns

1. Introduction
The value of a smart card based identity card (SIC) scheme has been the subject of heated
and prolonged debate in many countries over the past few years. In some countries, such as
the USA and the UK, the issue was given particular salience by the events of September 11th
2001, but other countries have been considering such smart card solutions for considerably
longer. In 2002, the UK government proposed introducing what it termed an entitlement
card scheme as a means to combat identity fraud as well as problems with illegal
immigration. In some Asian countries/territories, e.g. South Korea, Malaysia, Taiwan, Hong
Kong and Japan, the rationale for such smart card solutions has been informed (at least in
part) by the current moves towards e-government (cf. Holliday, 2002). Notwithstanding the
technical efficacy of these smart card solutions, the success of SIC projects is very varied.
For instance, while Finland has reported a high level of adoption rate for its optional smart
ID card since implementation in 1999 (Romppanen and Vänttinen, 2000), the governments
of South Korea and Taiwan have delayed implementation of similar schemes for political
and cultural reasons (Chuang et al., 1999). Nevertheless, the governments of Hong Kong,
Malaysia and Bahrain are going ahead with mandatory SIC schemes (Al-Jazeera, 2004).
In Hong Kong, the SIC scheme was launched in August 2003 and it is Hong Kong’s scheme
that is the subject of investigation in this paper. The Hong Kong government is in the
process of progressively replacing all of the approximately 6.8 million laminated paper ID
cards with SICs between 2003 and 2007. Initially, the intention was that the new SIC would
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enable a wide range of e-transactions in addition to benefits associated with combating
illegal immigration and speeding up cross-border population movements (the Lo Wu border
crossing, for instance, sees on average 260,000 movements per day). However, in the face
of public and private sector concerns, the government has cut back on the number of
mandatory functions to be included in the SIC: banking and health-related information will
not be mandatory, though individual citizens may choose to include this information
voluntarily. Chung (2003) has offered the overview on the legal issues concerning Hong
Kong SIC. Considering the current developments in Hong Kong, in this paper we use a
cultural lens to explore the factors that may affect social acceptance of the SIC.
The influence of national culture on the attitude of individuals towards IT has been
highlighted and discussed in a number of studies (e.g. Davison and Martinsons, 2002;
Harris and Davison, 1999; Zakaria et al., 2003). In the context of this research, we argue
that it is important to understand how people in Hong Kong interpret both the value of
information and the risks associated with unauthorised access to or the potential loss of
information (and privacy) that is embedded in a SIC if the government is to be successful in
achieving a critical mass of active SIC users. The main objectives of this research are 1) to
develop a culturally informed conceptual framework that models the influences on a
citizen’s attitude towards SICs; 2) to develop an instrument that will enable measurement of
the key cultural influences on Hong Kong citizens’ attitudes. It is important to note that this
is not classic ‘adoption of technology’ research. Firstly, all Hong Kong residents over the
age of 11 already carry an ID card, though the information is currently restricted to name,
ID number, date of birth, date of card issue and residency status. Secondly, the citizens of
Hong Kong do not have a choice about using the SIC – the choice has been made for them
by the Hong Kong government. Thus, we argue that classic technology adoption models
such as TAM (Davis et al., 1989), which assume voluntary behaviour, would not be
appropriate for the purpose of this research.
Instead we propose that culture will influence how people ascribe meanings to the value of
and the risk associated with SICs. Furthermore, we suggest that these meanings are likely to
affect the government’s plans concerning any application of the SIC. For instance, Hong
Kong citizens will have some choice in how they use the card, i.e. the applications that they
choose to make use of beyond the common mandatory set of core functions. We expect that
if people have a positive attitude towards the SIC, then they will be more willing to embed
information in their card on a voluntary basis.
We expect that this research will have both theoretical and practical contributions. While
there are many published accounts of the technical aspects of smart cards, as well as
discussions of the applications that can be operationalised through smart card systems, we
are unaware of any culturally informed analyses of SICs for user populations. Our
theoretical contribution is thus one that is culturally rooted: we will develop and
operationalise a conceptual framework that enables the investigation of people’s attitudes
and perceptions towards SIC technology. On the practical front, we expect that the results of
this research will be useful for the policy makers in government with respect to the
formulation of implementation strategies of SIC schemes in Hong Kong and elsewhere.
The paper is organised into six sections. Having introduced the research motivation, the
next section provides background information on the history and application of smart card
technology. In section three, we examine the cultural issues relevant to this study, before
developing a research model and associated hypotheses. This is followed by a description of
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the data collection instrument. In section five, we present and analyse the results. The
significance of these results both for research on data privacy and for the practice of smart
ID card management is then discussed. Finally, we conclude the article with a summative
evaluation of the paper’s contributions, as well as suggested directions for future research.

2. Research Background
In 1966, a German engineer came up with the idea of using plastic cards as the carrier for
microchips. The application of smart cards was then strongly promoted by the French
government introducing stored value smart cards for the public phone system in the late
1970s as well as mandating microchips on all bankcards in the early 1990s (Kaplan 1996).
Since 1990, smart cards have become increasingly popular in certain application areas
including stored value schemes for transportation. Scientists argue that the processing and
security capabilities are two critical strengths of smart card technology (Kaplan 1996).
Chips embedded in a smart card can hold much more data than a magnetic strip.
Furthermore, a smart card can process information independently without connecting to a
network, e.g. physical access to a secured site. On the security side, a smart card can secure
access to data held both in the card and in remotely accessible databases by the means of
PINs or biometrics. To support the increasing use of smart cards, the International
Organisation for Standardisation (ISO) established ISO7816 to define physical design
considerations and contact locations. The International Federation for Information
Processing (IFIP) has also established a working group (WG8.8) to investigate smart card
applications. In the market, we now see that the application of smart cards has extended to
health care, loyalty programmes, physical access devices (e.g. to access-restricted
rooms/buildings), libraries, transportation systems, micro-payment schemes and banking.
On the one hand, the capability of smart cards has brought many business opportunities. On
the other hand, it also raises certain concerns over the issues of information privacy and
risks, in particular when smart cards are used as a means of identification and authentication.
In countries like the USA and the UK, the debate on SIC schemes has centred on the
privacy implications. Those in favour of SICs suggest that this technology can provide a
suitable mechanism for privacy protection, but others consider it as a threat to privacy (cf.
Clarke (1997) for an incisive assessment of the situation). From our perspective, we can see
that concerns over the privacy and risks associated with smart cards are socially and
culturally shaped. In the following section, we elaborate further on the cultural aspect of
information technology adoption and usage.
3. Theoretical Development
Culture is a critical construct for this research. Davison and Martinsons (2003, p.3) note that
“although a precise definition for culture remains contentious, the varied conceptualisations
commonly converge on a few principles. These include: it is shared by two or more people;
it is defined by a pattern of values, attitudes, and behaviours; and it can be characterised by
a variety of indicators. These indicators encompass external adaptation (relationships with
the environment), internal integration (relationships with other people), and related
assumptions in terms of language, space, and time” (cf also Schein, 1985; Schneider and
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Barsoux, 1997). Societal culture refers to the culture of people at the level of a society – this
can be a national society (hence national culture), but it can also be a sub-national grouping
of people, and hence the term ‘societal culture’ is preferred. Indeed, for political reasons, it
is the preferred term for Hong Kong, which is not a nation state but a sovereign component
of the People’s Republic of China. Culture has been the subject of extensive research in the
IS discipline, most recently in a special issue of eight papers published in the IEEE
Transactions on Engineering Management, where there are extensive analyses of the nature
of culture and its integration with IS (see Davison and Martinsons, 2003).
This research draws heavily on the seminal work of Hofstede and his colleagues (Hofstede
1980; Chinese Culture Connection, 1987; cf. Ford et al., 2003). This work has been the
subject of considerable criticism, much of which has been deflected (see House et al. (1997)
for trenchant reviews of this criticism) though there remain concerns that the data from
which country (society) scores are calculated is dated: it was collected in the mid 1970s.
Admittedly, culture is a slow phenomenon to change, but extensive social, economic and
political changes have nonetheless been witnessed in the tiger economies of Southeast Asia,
including Hong Kong. Hofstede’s contribution relates to the identification of five
dimensions of culture, viz.: power distance, uncertainty avoidance, individualism,
masculinity and Confucian dynamism, and the subsequent cross-cultural psychological
analysis of the implications of these dimensions in various societies around the world. This
research is invaluable for our purposes since it includes culturally derived analyses of the
two key issues associated with this research: privacy and risk. Culture risk theorists argue
that people’s beliefs and values that are associated with risks are the same as the general
beliefs and values that are related to broader social factors and processes (Douglas and
Wildavsky, 1983; Rayner, 1992). Of the five dimensions, it is the first two – power distance
and uncertainty avoidance – that are of particular interest in this study.
3.1 Power Distance
Power distance refers to “the extent to which the less powerful members of organisations
and institutions accept and expect that power is distributed unequally” (Hofstede and Bond,
1988, p.10). Hofstede developed the power distance index (PDI) as a means of indicating
the variation in acceptance for human inequality in countries, organisations and societies. A
high power distance score implies that less powerful individuals accept and expect to follow
instructions and orders given by those in power in a hierarchical system. Within the context
of this research, we argue that the power distance will reflect on people’s attitudes towards
the SIC. The argument is that members in a high power distance societal culture prefer to
function under a controlled leadership, thus they are inclined to accept a government’s
policy without further questioning. On the subject of the SIC policy, one major obstacle is
citizens’ concerns over privacy. We consider that countries characterised by high power
distance are more likely to implement the SIC project smoothly because of people’s
reluctance to express their fears of privacy invasion or express disagreements with
government policy.
Research (Hofstede, 1980) indicates that Hong Kong has a relatively high score on power
distance measures when compared with other countries. However, this aggregate-level
comparative question is not quite the focus of our study of Hong Kong citizens. At the
individual level, we would expect those with high power distance scores to have a more
positive attitude towards the SIC than those with lower power distance scores. Hofstede and
Bond (1988) found that the power distance varies among different education and sex groups.
Less well educated individuals and those of lower status tend both to value ‘authoritarian’
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leadership and not to disagree with those in power. Sex differences have similar effects on
power distance: females tend to have a higher power distance score than their male
counterparts. Therefore, we should include these socio-demographic indicators in our
analyses as possible contributors to attitudes towards the SIC. As a way to proceed with a set
of working hypotheses, we propose that sex, education and power distance are all related to
attitude.
Thus, in Hong Kong:
• H1a: Individuals with higher power distance scores will have more positive attitudes
towards the SIC than those with lower power distance scores.
• H1b: Less well educated individuals are more likely to have a positive attitude
towards the SIC than better educated individuals.
• H1c: Females are more likely to have a positive attitude towards the SIC than males.
3.2 Uncertainty Avoidance
Uncertainty avoidance (UAV) is indicated as “to what extent a culture programmes its
members to feel either uncomfortable or comfortable in unstructured situations” (Hofstede
and Bond, 1988, p.11). It also reflects the degree to which members in a society use
technology, law and rules to avoid uncertainty and ambiguity. A culture with a high UAV
score tends to imply that people have a lower ambition for advancement and higher
resistance to change. According to Hofstede and Bond’s findings, there are no significant
sex and occupation differences in UAV scores. In this research, the relevance of UAV values
is important from the perspective of technology advancement and privacy concerns. One of
the key rationales for the SIC scheme was to speed up cross-border immigration controls as
well as enable e-transactions in Hong Kong.
Considering technological change, there is a considerable leap from the traditional paper
scheme to the digital technology system. Hofstede and his colleagues suggest that people
from countries with diverse UAV scores would react differently towards the advancement of
technology. Members of a societal culture with a low UAV score exhibit both less resistance
to change and more risk-taking behaviours. Research (Hofstede, 1980) also indicates that
Hong Kong people show evidence of a relatively low UAV culture. Thus, we would expect
that people in Hong Kong would have a positive attitude towards the SIC because they have
a tendency to embrace advanced technology. At the individual level, we would expect to see
a positive correlation between acceptance of technology generally and receptiveness to the
SIC in particular. Furthermore, the change of identification system may increase the level of
the cardholder’s uncertainty in terms of privacy protection. Again, the extent to which
people use law or regulations to deal with privacy uncertainty is also related to their UAV
values. Therefore, we anticipate that people in Hong Kong are more likely to have a positive
attitude towards the SIC because they do not consider strict and rigorous privacy regulations
to be the most important factor in dealing with uncertainty about privacy. At the individual
level, we would expect a negative correlation between concerns over privacy protection and
receptiveness to the SIC – that is, those who attach considerable importance to privacy
would be more sceptical about the new SIC.
•
•

H2a. Technology embracing people in Hong Kong are more likely to have a positive
attitude towards the SIC.
H2b. People in Hong Kong who are unconcerned about strict privacy regulations are
more likely to have a positive attitude towards the SIC.

Taken all together, the five hypotheses stated above combine to form the model depicted in
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Figure 2. We consider it more useful to test the five hypotheses simultaneously, in a single
multivariate analysis, than to test them individually in a series of bivariate analyses, which
might provide only limited information and possibly conceal spurious relationships between
variables. With a multiple linear regression, we can assess the relative impacts of each
hypothesized factor on attitude towards the SIC, while controlling for the effects of each of
the others. In addition to the main effects predicted, we have an accompanying interest in
the possible relationships between the explanatory variables. We have noted that the
literature suggests that education, sex and power distance are associated (women, and those
with less education being likely to be more accepting of authority/power distance), and that
the two components of ‘uncertainty avoidance’, acceptance of advanced technology and
concern over privacy violations, would be negatively correlated.
H1a power distance

+

H1b education

H1c sex (male)

H2a acceptance of

-

Attitude Towards the SIC

+

advanced technology

H2b concern regarding
privacy violations

Figure 1: Conceptual Framework

4. RESEARCH DESIGN
4.1 Measures
The research instrument used in societal level analysis is commercially available from the
Institute for Research on Intercultural Cooperation (IRIC) (http://www.uvt.nl/iric). For our
individual level analysis a fresh instrument was developed to measure the attitudes of Hong
Kong people towards the SIC. The items in the instrument were derived from the literature, to
ensure content validity, as well as from a focus group session held with SIC users to ensure face
validity. All question items were measured using a five-point Likert scale ranging from
“strongly agree” to “strongly disagree”. For each of the constructs in the analysis, three to
five questions were asked. Appendix 1 details the survey questions for the purpose of this
study. From these multiple indicators, principal components analyses were used to derive
summative variables for use in testing the hypotheses set out above.
4.2. Data Collection
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In order to capture data from a variety of demographic groups, both English and Chinese
versions of a research instrument were used. The instrument was initially developed in
English, then translated into Chinese. The Chinese version was then back-translated into
English by a different translator to ensure consistency of meaning between English and
Chinese versions. The English version was web-enabled on a server at the City University
of Hong Kong and invitations to participate were emailed to students and staff at the
university, as well as to selected external organisations such as the Hong Kong Computer
Society and the Hong Kong Article Numbering Association. The latter organisation
provided a link to the survey in a circulation email to members of the Asia Pacific Smart
Card Association in October 2003. The Chinese version of the survey was used as the basis
of street interviews with people at a variety of locations (both commercial, e.g. Mongkok,
and residential, e.g. Ho Man Tin, Tai Po) in Hong Kong conducted by a Research Assistant.
This data was collected in December 2003 and January 2004.
5. RESEARCH ANALYSIS RESULTS
5.1 Demographic Profile of the Respondents
Of the 446 people approached in the street, 100 refused to participate (92% no reason given;
1% don’t want to; 7% too busy). We collected 152 online responses, thus, in total we
received 498 responses. Table 1 shows the distribution of age, gender and education level
according to the source of data. The majority of our respondents were between 20 and 39
years of age and had either secondary school/college education or a bachelor’s degree.
However, the street survey was more successful in gathering data from both the younger
and older generations. Gender distribution was close to even.
Characteristic
Age
<20
20-25
26-34
35-44
45+
Total %
Education Level
up to Form 5 (O level)
F6/F7/Diploma/Certificate/A-level, i.e. pre-university qualification
Bachelor's Degree
Masters Degree
Total %
Gender
Male
Female
Total %

Street Web
13.6
50.6
24.3
6.4
5.2
100

7.2
34.2
42.1
15.1
1.3
100

37.6
22.3
35.3
4.9
100

0.0
15.1
61.8
23.0
100

37.6
62.4
100

59.2
40.8
100

Table 1: Summary of respondents by sources of the data

5.2 Distribution of Attitudes towards the SIC
Five questions were asked to gauge respondents’ levels of support for the SIC: two related
to general use of the card for value-added activities, while three concerned particular
applications of the SIC. Distributions of responses are shown in Figure 2. It is interesting to
note that respondents tended to demonstrate a degree of discrimination between the various
possible uses of the SIC. Whereas more than half of respondents agreed that they would be
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receptive to the application of the SIC for public library use and storage of medical records
(55% and 56% respectively), just 34% respondents supported its application to electronic
banking.
Respondents thus appear to be selective in their enthusiasm for the card, and it is perhaps
this discernment which is translated into conservative levels of overall support in the last
two questions. When asked to react to the general statement, ‘I appreciate the opportunity to
engage in value-added transactions using my smart ID card’, responses were split almost
evenly between agreement, neutrality and disagreement (36%, 31% and 33% respectively).
Nearly half (44%) of respondents were ‘neutral’ on whether they would advise their friends
to use the SIC for value-added activities – suggesting again that the public as a whole is
currently holding back from giving the SIC its unequivocal support - though a greater
proportion gave positive reactions to this statement (35%) than negative (22%).
50
45
40

% respondents

35
30
25
20
15
10
5

L ib r a r y c a r d

E le c tr o n ic
B a n k in g

I a m r e c e p tiv e

agree

str. agree

neutral

disagree

str. disagree

agree

str. agree

neutral

disagree

str. disagree

agree

str. agree

neutral

disagree

str. disagree

agree

M e d ic a l
R e co rd s

str. agree

neutral

disagree

str. disagree

str. agree

agree

neutral

disagree

str. disagree

0

I w ill a d v is e
fr ie n d s

Q u e s t io n n a ir e it e m /r e s p o n s e

Figure 2: Attitudes Towards the SIC

5.3 Composite Measures: Validity and Reliability
Each of the three explanatory constructs was captured with three indicator variables, while
the dependent variable was a summary of five questionnaire items. Principal components
analyses were used to assess the coherence of the constructs, and to combine the items into
single variables for analysis. The results of these analyses are given in Table 2, along with
Cronbach’s (1951) alpha, an extra indicator of scale reliability. For the most part, the
loadings of items on components (indicating the degree of correlation between the items
and the components) are fairly high, and the components explain a satisfactorily large
amount of variance in the data. An exception to this is the power distance construct, where
the statement ‘I am afraid to challenge government policy’ does not correlate too highly
with ‘feeling comfortable’ and ‘tending to comply’ with government policy, and Cronbach’s
alpha for the scale is relatively low. Clearly, some further investigation of the concept power
distance would be useful. However, for the purposes of this empirical exercise, theory
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suggested that all three items should be retained as part of the power distance construct.

Construct/questionnaire item

Component
Loading

Power distance
Comfortable with government policy
Afraid to challenge government policy
Comply with government policy
Eigenvalue 1.49; % of variance explained 49%
Cronbach's Alpha .45

.77
.49
.80

Acceptance of new technology
Willing to learn about new technology developments

.89

Have confidence in new technology
Receptive to new technology products
Eigenvalue 2.37; % of variance explained 79%
Cronbach's Alpha .85

.88
.90

Concern over privacy violations
Concerned that government collects too much personal info
Bothers me when a private company asks for HKID #
Privacy laws should be high on the government’s agenda
Eigenvalue 1.78; % of variance explained 59%
Cronbach's Alpha .66
Attitude towards SIC
Receptive to future use of smart ID card for:
Public libraries
Medical records
Electronic banking

.72
.84
.75

.79
.80
.61

Appreciate opportunity to use smart ID for value-added activities
Will advise my friends to use smart ID for value-added activities
Eigenvalue 3.03; % of variance explained 61%
Cronbach's Alpha .83

.87
.80

Table 2: Principle Components Analysis and Cronbach’s Alpha

5.4 Hypothesis Testing Results
The derived variables from the analyses above were used in a multiple linear regression to
test the hypotheses proposed in this paper. Attitude towards the SIC was regressed on power
distance, technology receptiveness, privacy concern (where higher values indicate a more
positive attitude, greater sense of power distance, greater receptiveness to technology, more
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concern over privacy), along with dummy variables for education and sex. Exploratory
analyses suggested that it was reasonable to model relationships between variables as linear,
and diagnostics suggested no problems with multicollinearity or heteroscedasticity in the
model. The results of the analysis are given in Table 3: relationships significant at alpha =
0.05 are marked in bold.
Variable

Coefficient
Std. Error t
(unstandardised)

Constant
.035
.078
Sex (male)
-.122
.073
Education*: preuniversity dummy -.023
.108
Education*: bachelor degree dummy .054
.093
Education*: master degree dummy -.004
.138
Power distance
.147
.037
Technology embracing
.656
.043
Privacy concern
-.088
.042
*Reference category for education: up to fifth form education.

p

.445
.657
-1.673 .095
-.216
.829
.583
.560
-.032
.975
4.014
<.001
15.235 <.001
-2.114 .035

Table 3: Data Analysis Results

Considering each of our hypotheses in turn: H1a is supported: those with higher power
distance scores tend to give more positive responses to attitude questions about the SIC.
H1b and H1c are not supported: neither the effect of sex nor of education on attitude is
significant at the 0.05 level, when controlling for the other variables in the model.
However, exploratory analyses reveal that when the derived constructs are not included in
the model, both sex and education are significantly associated with attitude: education in
the predicted direction (higher levels of education corresponding to lower levels of support
for the SIC), and sex in the opposite direction (females having significantly higher average
levels of support than males). So it is only when we control for the effects of the derived
constructs that the relationships of the socio-demographic variables with attitude drop out of
the model. An additional point of note from exploratory analyses is that from our analyses
education and sex appear not to be significantly related to power distance, as Hofstede’s
work suggests. This finding warrants further attention in future research: recalling our
concerns over the measurement of the concept power distance, perhaps the lack of
relationship seen here is an artefact of our particular power distance variable. On the other
hand, it may indicate a genuine departure from the research findings described by Hofstede
in the 1980s. More research is required to explore these ideas.
H2a and H2b are both supported: those who, according to our survey, are more accepting of
new technology tend to hold more positive attitudes towards the SIC than those who are less
accepting of new technology (all else held constant). High levels of concern over privacy
violations tend to correspond to lower levels of support for the SIC, when we control for
other effects.
Investigating the relationship between these two components of uncertainty avoidance,
however, leads to a surprise: the bivariate relationship between technology acceptance and
privacy concern is positive, that is, those who are more accepting of new technology also
display higher levels of concern over privacy violations. The fact that they take opposite
signs in the regression analysis suggests there is more to be explored regarding exactly what
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constitutes ‘uncertainty avoidance’. As with the construct ‘power distance’, it may be that
we need to refine our measurement, or it may be that the composition of the construct has
changed in substantive terms since Hofstede’s research.
Overall, therefore, our hypotheses relating to the constructs power distance, technology
acceptance, and privacy concern seem to be supported by this analysis. The effects of
education and sex on attitudes towards the SIC are apparently displaced when these
psychological/attitudinal constructs are included in the regression model. However, we have
noted that some of the bivariate relationships between the explanatory variables are
unexpected, so that, although our formal hypotheses are given credence, there is more to
explore in specifying fully the relationships between all elements of the model. Perhaps
some extra factors need to be included in the model to achieve a richer account of people’s
attitudes, or perhaps a more sophisticated model should be explored. A structural equation
model, for example, would allow us to evaluate more precisely the measurement parts of the
model - that is, how well the constructs of power distance, attitude etc. are captured by our
indicators. It would also allow us to specify and test more complex relationships among
these latent variables and the socio-demographic indicators. We suggest that further
research on the composition of the constructs ‘power distance’ and ‘uncertainty avoidance’
would be a valuable starting point for a fuller exploration of the ways in which these and
other factors vary with attitudes towards the SIC.

6. Implication and Conclusion
This research has a number of important implications for a variety of stakeholders. Firstly, it
is clear that governments cannot assume that their populations will willingly accept the use
of smart ID cards for a variety of added-value transactions, particularly where sensitive
personal data is involved. Indeed, given the generally ambivalent attitude of respondents in
this study, it can be argued that government has failed to make the case for the benefits
arising from smart ID card use, and in consequence, while a critical mass of SIC holders is
guaranteed given the mandatory nature of the process, a critical mass of added-value users
may be much harder to achieve. We suggest that government planners pay particular
attention to the legal protection afforded to data subjects (i.e. card holders) with respect to
their personal privacy.
From a research perspective, this study demonstrates that there is a considerable need for
further culturally-informed studies of technology usage, not only in situations where the
usage is voluntary, but also where it is mandatory. The smart ID card that a small number of
governments are rolling out but that a larger number of governments are considering
actively is but one example of such technologies. The smart ID card is of great interest to
privacy researchers, because of the significant potential for privacy violations. It may be
argued that these cards have sophisticated security controls that prevent fraudulent usage,
yet nevertheless there appears to be a public perception that such privacy violations may
occur, and in consequence there is a considerable ambivalence with respect to the
added-value functions available on the cards.
In summary, this study, building on the work of Hofstede (1980), theoretically developed a
cultural framework investigating the implementation of a SIC in Hong Kong. The results of
the study indicate the existence of a complex relationship between cultural values and the
attitude of citizens towards a SIC. Thus, we call for more studies on cultural perspectives in
the future given the likely importance of SIC schemes in the context of both immigration
control and electronic commerce applications.
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Appendix 1 Survey Questions
1.
2.
3.
4.
5.
6.
7.

I feel comfortable with government policies
I am afraid to challenge government policies
I tend to comply with government policies
I am willing to learn about new technology developments
I have confidence in new technology
I am receptive to new technology products that appear in the market
I am concerned that the government is collecting too much personal information
about me
8. It bothers me when a private company asks me to provide my HKID Card Number
9. I consider that the enforcement of privacy laws should be high on the government's
agenda
10. I am receptive to the future use of my smart ID card for the following value-added
activities
Access to public libraries and borrowing library materials
Storage of medical records
Access to electronic banking systems
11. I appreciate the opportunity to engage in value-added transactions using my smart ID
Card
12. I will advise my friends to use their Smart ID Card for value-added activities
Age <20; 20-29; 30-39; 40-49; 50-59; 60+
Gender: Male / Female
Education Level
_________ How many years have you lived in Hong Kong? _____
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